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INTRODUCTION
ICT in the 21st Century is seen as an essential resource to support learning and teaching, as well as playing
an important role in the everyday lives of children, young people and adults. Consequently, schools need
to build in the use of these technologies in order to arm our young people with the skills to access life-long
learning and employment.
Information and Communications Technology covers a wide range of resources including; web-based and
mobile learning. It is also important to recognise the constant and fast paced evolution of ICT within our
society as a whole. Currently the internet technologies children and young people are using both inside
and outside of the classroom include:

Websites

Apps

Email, Instant Messaging and chat rooms

Social Media, including Facebook and Twitter

Mobile/ Smart phones with text, video and/ or web functionality

Other mobile devices including tablets and gaming devices

Online Games

Learning Platforms and Virtual Learning Environments

Blogs and Wikis

Podcasting

Video sharing

Downloading

On demand TV and video, movies and radio / Smart TVs
Whilst exciting and beneficial both in and out of the context of education, much ICT, particularly webbased resources, are not consistently policed. All users need to be aware of the range of risks associated
with the use of these Internet technologies and that some have minimum age requirements (13 years in
most cases). At St. John Bosco School we understand the responsibility to educate our pupils on eSafety
Issues; teaching them the appropriate behaviours and critical thinking skills to enable them to remain both
safe and legal when using the internet and related technologies, in and beyond the context of the
classroom.
Schools hold personal data on learners, staff and others to help them conduct their day-to-day activities.
Some of this information is sensitive and could be used by another person or criminal organisation to
cause harm or distress to an individual. The loss of sensitive information can result in media coverage, and
potentially damage the reputation of the school. This can make it more difficult for your school to use
technology to benefit learners. Everybody in the school community has a shared responsibility to secure
any sensitive information used in their day to day professional duties and even staff not directly involved in
data handling should be made aware of the risks and threats and how to minimise them.
1. BREACHES
Incidents of technology misuse which arise will be dealt with in accordance with the school’s discipline
policy. Minor incidents will be dealt with by the Headteacher and may result in a temporary or permanent
ban on Internet use. Incidents involving child protection issues will be dealt with in accordance with school
child protection procedures. Any security breaches or attempts, loss of equipment and any unauthorised
use or suspected misuse of ICT must be immediately reported to the Headteacher. Additionally, all security
breaches, lost/stolen equipment or data, virus notifications, unsolicited emails, misuse or unauthorised use
of ICT and all other policy non-compliance must be reported to the Headteacher.
2. CODE OF SAFE PRACTICE
When using the Internet, email systems and digital technologies, all users must comply with all relevant
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legislation on copyright, property theft, libel, fraud, discrimination and obscenity. The Code of Safe
Practice for St. John Bosco School makes explicit to all users (staff and pupils) what is safe and acceptable
and what is not. The scope of the Code covers fixed and mobile Internet; school PCs, laptops, and digital
video equipment. It should also be noted that the use of devices owned personally by staff and pupils but
brought onto school premises (such as mobile phones, camera phones) is subject to the same requirements
as technology provided by the school. The ICT Subject Leader will monitor the effectiveness of the Code of
Practice, particularly in the light of new developments in technology.
3. COMPUTER VIRUSES

All files downloaded from the Internet, received via email or on removable media such as a memory
stick must be checked for any viruses using school provided anti-virus software before being used.

Never interfere with any anti-virus software installed on school ICT equipment.

If you suspect there may be a virus on any school ICT equipment, stop using the equipment and
inform the Headteacher immediately.
4. DATA SECURITY

The Local Authority gives relevant staff access to its Management Information System, with a unique
username and password

It is the responsibility of everyone to keep passwords secure

Staff are aware of their responsibility when accessing school data

Staff keep all school related data secure. This includes all personal, sensitive, confidential or classified
data

Staff should avoid leaving any portable or mobile ICT equipment or removable storage media in
unattended vehicles. Where this is not possible, keep it locked out of sight

Staff should always carry portable and mobile ICT equipment or removable media as hand luggage, and
keep it under your control at all times

It is the responsibility of individual staff to ensure the security of any personal or sensitive information
contained in documents copied, scanned or printed. This is particularly important when shared copiers
(multi-function print, scan and copiers) are used

Keep your screen display out of direct view of any third parties when you are accessing personal,
sensitive, confidential or classified information

Ensure you lock your screen before moving away from your computer during your normal working day
to protect any personal, sensitive, confidential or otherwise classified data and to prevent unauthorised
access

Ensure that you logoff from the PC completely when you are going to be away from the computer for a
longer period of time

Do not introduce or propagate viruses

It is imperative that you do not access, load, store, post or send from school ICT any material that is, or
may be considered to be, illegal, offensive, libelous, pornographic, obscene, defamatory, intimidating,
misleading or disruptive to the school or may bring the school into disrepute. This includes, but is not
limited to, jokes, chain letters, files, emails, clips or images that are not part of the school’s business
activities; sexual comments or images, nudity, racial slurs, gender specific comments, or anything that
would offend someone on the basis of their age, sexual orientation, religious or political beliefs,
national origin, or disability (in accordance with the Sex Discrimination Act, the Race Relations Act
and the Disability Discrimination Act)

Any information held on School systems, hardware or used in relation to School business may be
subject to The Freedom of Information Act

Where necessary, obtain permission from the owner or owning authority and pay any relevant fees
before using, copying or distributing any material that is protected under the Copyright, Designs and
Patents Act 1998
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5. E-MAIL
The use of email within most schools is an essential means of communication for both staff and pupils. In
the context of school, email should not be considered private. Educationally, email can offer significant
benefits including; direct written contact between schools on different projects, be they staff based or pupil
based, within school or international. We recognise that pupils need to understand how to style an email in
relation to their age and how to behave responsible online.
The school gives all staff their own email account to use for all school business as a work based tool. Staff
should use a school email account for all official communication to ensure that children are protected
through the traceability of all emails through the school email system. However, the main school email
account should be the account that is used for all school business. Under no circumstances should staff
contact pupils, parents or conduct any school business using personal email addresses. Staff sending emails
to external organisations are advised to cc. the Headteacher, or main school e-mail account. Staff must
inform the Headteacher if they receive an offensive email.
6. CODE OF PRACTICE FOR STAFF
Staff have agreed to the following Code of Safe Practice:

Pupils accessing the Internet should supervised by an adult at all times.

All pupils are aware of the rules for the safe and effective use of the Internet. These are displayed in
classrooms and discussed with pupils.

Recommended websites for each year group and any additional websites used by pupils should be
checked beforehand by teachers to ensure there is no unsuitable content and that material is age
appropriate.

Deliberate/accidental access to inappropriate materials or any other breaches of the school code of
practice should be reported immediately to the Head Teacher.

In the interests of system security staff passwords should only be shared with the network manager.

Teachers are aware that the LA system tracks all Internet use and records the sites visited. The system
also logs emails and messages sent and received by individual users.

Teachers should be aware of copyright and intellectual property rights and should be careful not to
download or use any materials which are in breach of these.

Photographs of pupils should, where possible, be taken with a school camera and images should be
stored on a centralised area on the school network, accessible only to teaching staff.

School systems may not be used for unauthorised commercial transactions.

All activities carried out on school systems and hardware will be monitored in accordance with the
general policy

Staff must ensure that all school data is stored on the school network, and not kept solely on the
laptop. Any equipment where personal data is likely to be stored must be encrypted

Equipment must be kept physically secure in accordance with this policy to be covered for insurance
purposes. When travelling by car, best practice is to place the laptop in the boot of your car before
starting your journey

Ensure portable and mobile ICT equipment is made available as necessary for anti-virus updates and
software installations, patches or upgrades

In areas where there are likely to be members of the general public, portable or mobile ICT equipment
must not be left unattended and, wherever possible, must be kept out of sight

Portable equipment must be transported in its protective case if supplied

7. School ICT Equipment





As a user of the school ICT equipment, you are responsible for your activity
It is recommended that schools log ICT equipment issued to staff and record serial numbers as part of
the school’s inventory
Do not allow your visitors to plug their ICT hardware into the school network points (unless special
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provision has been made). They should be directed to the wireless ICT facilities if available
Ensure that all ICT equipment that you use is kept physically secure
Do not attempt unauthorised access or make unauthorised modifications to computer equipment,
programs, files or data. This is an offence under the Computer Misuse Act 1990
It is imperative that you save your data on a frequent basis to the school’s network. You are responsible
for the backup and restoration of any of your data that is not held on the school’s network
Personal or sensitive data should not be stored on the local drives of desktop PC, laptop, USB memory
stick or other portable device. If it is necessary to do so the local drive must be encrypted
It is recommended that a time locking screensaver is applied to all machines. Any device accessing
personal data must have a locking screensaver as must any user profiles
Privately owned ICT equipment should not be used on a school network
On termination of employment, resignation or transfer, return all ICT equipment to the Headteacher.
You must also provide details of all your system logons so that they can be disabled
It is your responsibility to ensure that any information accessed from your own PC or removable media
equipment is kept secure, and that no personal, sensitive, confidential or classified information is
disclosed to any unauthorised person
All redundant ICT equipment is disposed of in accordance with Waste Electrical and Electronic
Equipment (WEEE) directive and Data Protection Act (DPA)

8. CODE OF PRACTICE FOR PUPILS
Pupil access to the Internet is through a filtered service provided through the Local Authority which should
ensure educational use of resources is safe and secure, while protecting users and systems from abuse. The
school’s Code of Practice for use of the Internet and other digital technologies is made explicit to all pupils
and is displayed prominently. All online activity is for appropriate educational purposes and is supervised,
where possible; Pupils will, where possible, use sites pre-selected by the teacher and appropriate to their age
group; Pupils in Key Stage 2 are educated in the safe and effective use of the Internet, through a number of
selected programmes. It should be accepted that however rigorous these measures may be, they can never
be 100% effective. Neither the school nor LA can accept liability under such circumstances. The use of
mobile phones by pupils is not normally permitted on the school premises during school hours, unless in
exceptional circumstances, where permission may be granted by the Headteacher.
9. PUPILS WITH ADDITIONAL NEEDS
The school endeavours to create a consistent message with parents/carers for all pupils and this in turn
should aid establishment and future development of the schools’ e-Safety rules. However, staff are aware
that some pupils may require additional support or teaching including reminders, prompts and further
explanation to reinforce their existing knowledge and understanding of e-Safety issues. Where a pupil has
poor social understanding, careful consideration is given to group interactions when raising awareness of eSafety. Internet activities are planned and well managed for these children and young people.
10. REMOTE ACCESS

You are responsible for all activity via your remote access facility

Only use equipment with an appropriate level of security for remote access

To prevent unauthorised access to school systems, keep all dial-up access information such as telephone
numbers, logon IDs and PINs confidential and do not disclose them to anyone

Select PINs to ensure that they are not easily guessed, e.g. do not use your house or telephone number
or choose consecutive or repeated numbers

Avoid writing down or otherwise recording any network access information. Any such information that
is written down must be kept in a secure place and disguised so that no other person will be able to
identify what it is

Protect school information and data at all times, including any printed material produced while using
the remote access facility. Take particular care when access is from a non-school environment.
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11. MANAGING OTHER ONLINE TECHNOLOGIES
Online technologies, including social networking sites, if used responsibly both outside and within an
educational context can provide easy to use, creative, collaborative and free facilities. However it is
important to recognise that there are issues regarding the appropriateness of some content, contact, culture
and commercialism. To this end, we encourage our pupils to think carefully about the way that
information can be added and removed by all users, including themselves, from these sites.

All pupils are advised to be cautious about the information given by others on such websites, for
example users not being who they say they are

Pupils are taught to avoid placing images of themselves (or details within images that could give
background details) on such websites and to consider the appropriateness of any images they post due
to the difficulty of removing an image once online

Pupils are always reminded to avoid giving out personal details on websites which may identify them or
where they are (full name, address, mobile/ home phone numbers, school details, IM/ email address,
specific hobbies/ interests)

Pupils are encouraged to be wary about publishing specific and detailed private thoughts and
information online

Our pupils are asked to report any incidents of Cyberbullying to the school.
12. PARENTAL INVOLVEMENT
We believe that it is essential for parents/carers to be fully involved with promoting eSafety both in and
outside of school and to be aware of their responsibilities. We regularly consult and discuss eSafety with
parents/ carers and seek to promote a wide understanding of the benefits of new technologies, together
with the associated risks.

Parents/carers are asked to read through and sign acceptable use agreements on behalf of their child on
admission to the school

Parents/carers are required to make a decision as to whether they consent to images of their child being
taken and used in the public domain (e.g., on school website) on admission to the school

Parents/carers are expected to sign an agreement containing the following statement(s)
 I/we will support the school approach to online safety and not upload or add any text, image, sound or videos
that could upset or offend any member of the school community, or bring the school name into disrepute.
 I/we will ensure that my/our online activity would not cause the school, staff, pupils or others distress or bring
the school community into disrepute.
 I/we will support the school’s policy and help prevent my/our child/children from signing up to services such as
Facebook, Instagram, Snapchat and YouTube whilst they are underage (13+ years in most cases).
 I/we will close online accounts if I/we/teachers find that these accounts are active for our underage
child/children.

The school disseminates information to parents relating to eSafety where appropriate in the form of:
 Information evenings
 Practical training sessions e.g. current eSafety issues
 Posters
 School website information
 Newsletter items
13. DIGITAL IMAGES
Digital images are easy to capture, reproduce and publish and, therefore, misuse. We must remember that
it is not always appropriate to take or store images of any member of the school community or public,
without first seeking consent and considering the appropriateness.

With the written consent of parents (on behalf of pupils) and staff, the school permits the appropriate
taking of images by staff and pupils with school equipment

Staff are not permitted to use personal digital equipment, such as mobile phones and cameras, to
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record images of pupils, this includes when on field trips.

Pupils are not permitted to use personal digital equipment, including mobile phones and cameras, to
record images of pupils, staff and others.

Staff must have permission from the Headteacher before any image can be uploaded for publication.
On a child’s entry to the school, all parents/carers will be asked to give permission to use their child's
work/photos in the following ways:

On the school web site, in the school prospectus and other printed publications that the school may
produce for promotional purposes.

This consent form is considered valid for the entire period that the child attends this school unless
there is a change in the child’s circumstances where consent could be an issue, e.g. divorce of parents,
custody issues, etc.

Parents or carers may withdraw permission, in writing, at any time. Consent must also be given in
writing and will be kept on record by the school.

Pupils’ names will not be published alongside their image and vice versa.
14. STORAGE OF IMAGES

Images/ films of children are stored on the school’s network

Pupils and staff are not permitted to use personal portable media for storage of images (e.g., USB
sticks) without the express permission of the Headteacher

Rights of access to this material are restricted to the teaching staff and pupils within the confines of the
school network or other online school resource
15. MOBILE TECHNOLOGIES
Many emerging technologies offer new opportunities for teaching and learning including a move towards
personalised learning and 1:1 device ownership for children and young people. Mobile technologies such
Smartphones, Blackberries, iPads, games players, are generally very familiar to children outside of school.
They often provide a collaborative, well-known device with possible internet access and thus open up risk
and misuse associated with communication and internet use. Emerging technologies will be examined for
educational benefit and the risk assessed before use in school is allowed. Our school chooses to manage
the use of these devices in the following ways so that users exploit them appropriately.

Personal Mobile Devices (including phones)









The school allows staff to bring in personal mobile phones and devices for their own use. Under no
circumstances does the school allow a member of staff to contact a pupil or parent/ carer using their
personal device
Pupils are allowed to bring personal mobile devices/phones to school but must not use them for
personal purposes within lesson time. They must be handed in to the school office at the start of the
school day and collected at the end of the school day. At all times the device must be switched onto
silent
The school is not responsible for the loss, damage or theft of any personal mobile device
The sending of inappropriate text messages between any member of the school community is not
allowed
Users bringing personal devices into school must ensure there is no inappropriate or illegal content on
the device

School Provided Mobile Devices (including phones)






The sending of inappropriate text messages between any member of the school community is not
allowed
Permission must be sought before any image or sound recordings are made on the devices of any
member of the school community
Where the school provides mobile technologies such as phones, laptops and iPads for offsite visits and
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trips, only these devices should be used
Where the school provides a laptop for staff, only this device may be used to conduct school business
outside of school
Never use a hand-held mobile phone whilst driving a vehicle.

Removable Media
If storing or transferring personal, sensitive, confidential or classified information using Removable Media:

Always consider if an alternative solution already exists

Only use recommended removable media

Encrypt and password protect

Store all removable media securely

Removable media must be disposed of securely by your ICT support team
16. REVIEW PROCEDURE
This policy will be reviewed every 24 months and consideration will be given to the implications for future
whole school development planning
The policy will be amended if new technologies are adopted or Central Government change the orders or
guidance in any way.
Signed:

______________________________________

Designation: ______________________________________
Date:

___________________

Review Date: ___________________
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Appendix 1

and stay safe

Staying safe means keeping your personal details private, such as full name,
phone number, home address, photos or school.

Meeting up with someone you have met online can be dangerous. Only meet
up if you have first told your parent or carer and they can be with you

Information online can be untrue, biased or just inaccurate. Someone online
my not be telling the truth about who they are - they may not be a ‘friend’

Let a parent, carer, teacher or trusted adult know if you ever feel worried,
uncomfortable or frightened about something online or someone you have met
or who has contacted you online

Emails, downloads, messages, photos and anything from someone you do not
know or trust may contain a virus or unpleasant message. So do not open or
reply
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Appendix 2

Pupil Acceptable Use
Agreement / e-Safety Rules


I will only use ICT in school for school purposes



I will only use my class email address or my own school email address when emailing



I will only open email attachments from people I know, or who my teacher has approved



I will not tell other people my ICT passwords



I will only open/delete my own files



I will make sure that all ICT contact with other children and adults is responsible, polite and sensible



I will not look for, save or send anything that could be unpleasant or nasty.
anything like this I will tell my teacher immediately



I will not give out my own/others details such as name, phone number or home address. I will not
arrange to meet someone or send my image unless this is part of a school project approved by my
teacher and a responsible adult comes with me



I will be responsible for my behaviour when using ICT because I know that these rules are to keep me
safe



I will support the school approach to online safety and not upload or add any images, video, sounds
or text that could upset any member of the school community



I know that my use of ICT can be checked and my parent/carer contacted if a member of school staff
is concerned about my safety



I will not sign up for any online service unless this is an agreed part of a school project approved by
my teacher



I will not bring a Smart Watch to school because I am not allowed to wear one during the school day



I will not sign up to online services until I am old enough

If I accidentally find
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Appendix 3

Dear Parent/ Carer
ICT including the internet, email and mobile technologies has become an important part of learning in
our school. We expect all children to be safe and responsible when using any ICT.
Please read and discuss these eSafety rules with your child and return the slip at the bottom of this page. If
you have any concerns or would like some explanation please contact St. John Bosco School Office.
Please take care to ensure that appropriate systems are in place at home to protect and support your
child/ren.


I have discussed this document with my child
_____________________________________________(child’s name)

Class ____________

and agree to follow the eSafety rules and to support the safe use of ICT at St. John Bosco RC Primary
School.
Parent/ Carer Signature

_____________________________________

Date

_________________
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Appendix 4

Staff, Governor and Visitor
Acceptable Use Agreement / Code of Conduct
ICT (including data) and the related technologies such as email, the internet and mobile devices are an expected part
of our daily working life in school. This policy is designed to ensure that all staff are aware of their professional
responsibilities when using any form of ICT. All staff are expected to sign this policy and adhere at all times to its
contents. Any concerns or clarification should be discussed with the Headteacher.


















I will only use the school’s email / Internet / Intranet / Learning Platform and any related technologies for professional
purposes or for uses deemed acceptable by the Head or Governing Body
I will comply with the ICT system security and not disclose any passwords provided to me by the school or other related
authorities
I will ensure that all electronic communications with pupils and staff are compatible with my professional role
I will not give out my own personal details, such as mobile phone number, personal email address, personal Twitter account,
or any other social media link, to pupils
I will only use the approved, secure email system(s) for any school business
I will ensure that personal data (such as data held on MIS software) is kept secure and is used appropriately, whether in
school, taken off the school premises or accessed remotely. Personal data can only be taken out of school or accessed
remotely when authorised by the Head or Governing Body. Personal or sensitive data taken off site must be encrypted, e.g.
on a password secured laptop or memory stick
I will not install any hardware or software without permission of the Headteacher
I will not browse, download, upload or distribute any material that could be considered offensive, illegal or discriminatory
Images of pupils and/ or staff will only be taken, stored and used for professional purposes in line with school policy and
with written consent of the parent, carer or staff member
Images will not be distributed outside the school network without the permission of the parent/ carer, member of staff or
Headteacher
I will support the school approach to online safety and not upload or add any images, video, sounds or text linked to or
associated with the school or its community’
I understand that all my use of the Internet and other related technologies can be monitored and logged and can be made
available, on request, to my Line Manager or Headteacher
I will respect copyright and intellectual property rights
I will ensure that my online activity, both in school and outside school, will not bring the school, my professional
reputation, or that of others, into disrepute
I will support and promote the school’s e-Safety and Data Security policies and help pupils to be safe and responsible in
their use of ICT and related technologies
I will not use personal electronic devices (including smart watches) in public areas of the school between the hours of
8.30am and 3.30pm, except in the staff room.

I agree to follow this code of conduct and to support the safe and secure use of ICT throughout the school

Full Name

_________________________________

(printed)

Signature

_________________________________

Date __________________

Job title

________________________________
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Appendixx 5
STAF
FF PROFESSSIONAL RESPONSIB
R
BILITIES
W
When usingg any form of
o ICT, inclluding the Internet
I
in school and outside sch
hool.

Forr your own pprotection we
w advise th
hat you:


Ensure all
a electronicc communiccation with pupils, pareents, carers, staff and otthers is
compatib
ble with you
ur profession
nal role and
d in line with school poolicies.



Do not talk
t about your professiional role in
n any capaciity when usiing social media such ass
Faceboo
ok and YouT
Tube.



Do not put
p online any
a text, imaage, sound or
o video thaat could upsset or offend
d any memb
ber
of the wh
hole school communityy or be inco
ompatible wiith your proofessional ro
ole.



Use scho
ool ICT systtems and ressources for all school business. Thhis includes your schooll
email ad
ddress, schoo
ol mobile ph
hone and scchool video cameras.



Do not give
g out you
ur own persoonal details,, such as mo
obile phone number, peersonal emaail
address or
o social nettwork detaills to pupils, parents, carrers and othhers.



Do not disclose
d
anyy passwords and ensure that person
nal data (succh as data heeld on MIS
softwaree) is kept seccure and useed appropriaately.



Only takke images off pupils and/
d/or staff forr professional purposes,, in accordaance with sch
hool
policy an
nd with the knowledge of the SLT..



Do not browse,
b
dow
wnload, uplooad or distriibute any material
m
that could be co
onsidered
offensivee, illegal or discriminato
d
ory.



Ensure that your on
nline activitty, both in school and outside
o
schoool, will not bring your
organisaation or proffessional rolle into disreepute.



You havve a duty to report
r
any ee-Safety incid
dent which may impactt on you, yo
our
professio
onalism or your
y
organissation.

